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Balance Income Statement Notes
Sheet Statement of Cash it s
Sales Processes el 1 5
Accounting Processes i s
General IT Controls - Human Resource Processes
Controls embedded in IT
processes which support
the effectiveness of
application controls i
Controls include
. Pro, !
icati licati
Development
. Pro| Changes
. Pro, Ope
¢ Services
. Access Contro!

D'sclo:;re
Flow
i | Inventory Managen;ent Processes
Financial Statement Closing Processes
: l;:oduct'on Processes Application Controls —
¢ Controls embedded
within business
process applications
s s
’ Accounting & Finance Payroll Applications Production assertions. Control
: Applications Applications object‘ives include:
) A:::racy
rﬂlatmns IT Infrastructure Service: Exisinr.;:’ o
* Control > Presen;ti:::/z -
Environment Operating System Disclosure
Network/Physical
Adapted from: Figure 4 — Scopimg the IT Control Project — Top Down, IT Control Objectives for Sarbanes-Oxley — The Role of
IT in the Design and Implementation of Internal Control over Financial Reporting 2 Edition
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The auditor should obtain an understanding of specific risks to a company's internal
control over financial reporting resulting from IT. Examples of such risks include:

PCAOB
Literature

Reliance on systems or programs that are inaccurately processing data, processing
inaccurate data, or both;

Unauthorized access to data that might result in destruction of data or improper
changes to data, including the recording of unauthorized or nonexistent
transactions or inaccurate recording of transactions (particular risks might arise
when multiple users access a common database);

The possibility of IT personnel gaining access privileges beyond those necessary to
perform their assigned duties, thereby breaking down segregation of duties;
Unauthorized changes to data in master files;

Unauthorized changes to systems or programs;

Failure to make necessary changes to systems or programs;

Inappropriate manual intervention; and

Potential loss of data or inability to access data as required. [PCAOB AS 12.B4 ]
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Manual control that is
direct and precise to
detect interface errors

Data Being Transferred

% L 7 LI ///////////////////1/////////1/////.n/u//”//’;/ SIS ILY, LTSS AL AL I LI IS %
Understanding é What Can Go Wrong? / elevant Controls //
.
/

and/or

Automated interface
control for specific
interface

Data is not transferred
accurately and

completely and/or

General IT Controls if
automated interface
control was tested in a
prior audit, refer to U.S.
AAM 4161, Use of
Benchmark Strategy
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Not a Control Deficiency Control Deficiency

* The system change form for two out of 25 » Documentary evidence indicating

changes did not have documented
management authorization. Alternative
procedures were performed to validate the
changes were authorized (corroborative
inquiries and meeting minutes indicating the
change was discussed and approved during
management change control meeting).
Refer to IC 6-15 in the Internal Control
Q&As.

We tested 100% of terminated users and
identified five out of 532 users that did not
have their access removed timely based on
the entity’s policies. The deviation rate was
1% and none of the users had administrative
privileges or access to modify financial
transactions. Refer to IC 6-16 in the
Internal Control Q&As.

management reviewed access to the root
account was not available for two out of five
weeks selected for testing. The responsible
manager was absent for two weeks and no
one at the entity reviewed the access during
the respective timeframe. Refer to IC 6-17 in
the Internal Control Q&As.

» The entity utilized one shared ID for all

system changes. The password was known
by multiple people within the entity and had
not been changed upon initial installation.
Refer to IC 6-21 in the Internal Control
Q&As.
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lllustrative Control Objectives

Financial Assertions

Orders are processed only within approved customer
credit limits.

Valuation

Orders are approved by management as to prices
and terms of sale.

Existence

Orders and cancellations of orders are input accurately.

Valuation

Order entry data are transferred completely and
accurately to the shipping and invoicing activities.

Valuation
Completeness

All orders received from customers are input
and processed.

Completeness

Only valid orders are input and processed.

Existence

31
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