o - NANIENUNGINI NANTENUABIZUY TLP Color : CLEAR
LbANLADU

(] Reputation Damage
i
Alert ] Non-compliance el Loss of i/
Loss of Availability

E Privacy Violation Fiuannsamsunsdoyagaisnsaeld

X Financial Damage Loss of Confidentiality ‘ '
]

Cisco @@n Security Patch wunlvdasluilundndas IMC wag SMM

(CVE-2026-20093 waz CVE-2026-20160)

AUNHINABY 3 1W18U 2569

Seu fuimsihemaluladansaumavesyUsenaugsiamdnninduasduseneaugsiadunindadva

ddnauanenssunsmtunannsnduazaaiananning (@10nau na.n.) wasauduszanu
masnwianuiuasUasnsdusyuunsuiunesnanaInyu (TCM-CERT) lAnnuyaswagnudn Cisco oen
Security Patch LivaunlutadlminnugulsassauIngelundndos 31w 2 918m3 tawn

(1) 999ln7 CVE-2026-20093 Tundnfus Cisco Integrated Management Controller (IMC)

[
=

a L o 2“ U 1 dl 1 4 o % ! v a 1 o c{l b4
Lﬂ@%ﬁﬂﬂ?i‘ﬂﬂﬂ?i?ﬂ%@LU@UH?MﬁN’]UV}lNQﬂG}@Q wﬂwﬂlmmmmmmmmma HTTP NONEFITNY

v A

WianauldeanszuIun1sgududiinu (authentication bypass) wazlldsusianiuvesgldnusiuiadyd
Aawaszuy vl kivisdiidiniuaussuul

(2) 909lna CVE-2026-20160 lundnsiuei Cisco Smart Software Manager On-Prem (SMM)
FAA31N Internal service exposure vinlviglinTeRatursadardeluds APl MAsITosuasSudAds
UuTEUUUURn1TiugIuaIudnsseaugs (High privileges) 3nnsveslnalaglidavinunisiududinu

= 1%
WomuAuszuUls

edesfunaganainundssaindoanaudenaiadidnaiu na.n. uaz TOM-CERT vals
fusznougshafilinugUnsaivieszuuiiieades fansanduiunisstian Security Patch wansiasi IMC
uay SMM Wunesduarannmduuriivesindn hszfuazinammainssunisididsiiaund augiu
nsihszfauaziingitufinmgnnsal (Log Monitoring) ag1ssialiles uazamsiiasamumukazUiuUge

WRINISNwIAINTuAIUaenfuvesUsElviuiawme feanauleiuesiinsas uLUateewailos

d19n9u n.a.0. way TCM-CERT taaiiudismnudssiazdoanatunialeiuasiionaiame
nirgnulunainu Favendstoyadind nligusznaugsiansuiagiasandiidunisaunumsnzay
WBARAIUELAEHANTENUND19A8AATUAUNTUS URNUYBIUTEN

( o v )
VBUADINDY

1. https://nvd.nist.gov/vuln/detail/CVE-2026-20093

2. https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cimc-auth-bypass-AgG2BxTn

3. https://nvd.nist.gov/vuln/detail/CVE-2026-20160

4. https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ssm-cli-execution-cHUcWuNr
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