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1. a9dUTIazdunveadlnidenuLaziasanailun1soulns Security Patch 990197198 3HARA N
ANUN50ANYITITAZLDIALNLLFNAINTIDaLDIAATUANS

O https://access.redhat.com/security/cve/CVE-2021-4034

O  https://ubuntu.com/security/notices/USN-5252-2 , https://ubuntu.com/security/notices/USN-
5252-1

O https://security-tracker.debian.org/tracker/CVE-2021-4034

2. nsalivedAnlunIsAnse Security Patch anunsaltisnisiienazanainuidusilesdu (Workaround) 310989
Indesulaeaniunssedudns SUID weslusunsy PolKit 19an A1de chmod 0755 /usr/bin/pkexec
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1. https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-4034

2. https://blog.qualys.com/vulnerabilities-threat-research/2022/01/25/pwnkit-local-privilege-escalation-vulnerability-

discovered-in-polkits-pkexec-cve-2021-4034

3. https//www.bleepingcomputer.com/news/security/linux-system-service-bug-gives-root-on-all-major-distros-exploit-

released/

4. https//www.securityweek.com/polkit-vulnerability-provides-root-privileges-linux-systems
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