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- CVE-2018-13379 FortiGate VPNs

- CVE-2019-1653 Cisco router

- CVE-2019-2725 Oracle Weblogic Server

- CVE-2019-7609 Kibana

- CVE-2019-9670 Zimbra software

- CVE-2019-10149 Exim Simple Mail Transfer Protocol
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- CVE-2019-11510 Pulse Secure

- CVE-2019-19781 Citrix

- CVE-2020-0688 Microsoft Exchange

- CVE-2020-4006 VMWare (note: this was a zero-day at time.)

- CVE-2020-5902 F5 Big-IP

- CVE-2020-14882 Oracle Webl ogic

- CVE-2021-26855 Microsoft Exchange (Note: this vulnerability is frequently observed
used in conjunction with CVE-2021-26857, CVE-2021-26858, and CVE-2021-27065)

- insadngmalulaguianis (OT)/szuualuauanaIvnssy (ICS)

- ICS Advisory ICS Focused Malware — Havex

- ICS Alert Ongoing Sophisticated Malware Campaign Compromising ICS (Update E)

- ICS Alert Cyber-Attack Against Ukrainian Critical Infrastructure Technical Alert
CrashOverride Malware

- CISA MAR HatMan: Safety System Targeted Malware (Update B)
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Admin Ta9u
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81984
https://www.helpnetsecurity.com/2022/02/24/cyber-attacks-
ukraine/?utm_source=dlvr.it&utm_ medium=linkedin&fbclid=IwAR3N5eiNlpTuOjLRPEDY301JoQE
T8 AE-ZbwUcaycXSFW3yurdJTIJJhLXc

https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/ukraine-wiper-

malware-russia
https://www.cisa.gov/uscert/ncas/alerts/aa22-054a

https://www.cisa.gov/uscert/ncas/alerts/aa22-011a
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