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Cisco U¥milituinislagiusnuanudasnfomsloiues Ionsunssonudednififinanszmy
Frousslunandu Cisco Identity Services Engine (ISE) 2 519115 tauA CVE-2025-20124 (Insecure Java
Deserialization) Wag CVE-2025-20125 (Authorization Bypass) awalvilsinisfifiaseunsesdndseiu
{AuAaTEUY (read-only admin) anunsasnsefudnsidu root uagamsndsddadilimanzaudngssuy
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HANATITIlASUKNANTENU tawn Cisco ISE wag Cisco ISE Passive Identity Connector (ISE-PIC)
iall Cisco lnpanmuugiliglonunindueinang1n vinissumagenauisiuuiesduniud Cisco wugi
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Cisco ISE Software Release First Fixed Release
3.0 and earlier Migrate to a fixed release
3.1 3.1P10
3.2 3.2P7
33 3.3P4
34 Not vulnerable
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https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-multivuls-FTWIAOXF#vp
https://www.bleepingcomputer.com/news/security/critical-cisco-ise-bug-can-let-attackers-run-commands-as-root/
https://nvd.nist.gov/vuln/detail/CVE-2025-20124

https://nvd.nist.gov/vuln/detail/CVE-2025-20125
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