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[X] Financial Damage

(] Reputation Damage

Critical

[x] Non-compliance
(] Privacy Violation

TLP Color : CLEAR
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Loss of Confidentiality
[X] Loss of Integrity
Loss of Availability
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Severity/ nanNuanlAsSUNansINU eazidunvaslng NANSINU
CVE ID
Critical: 9.9 ®  SAP S/4HANA (Private Cloud taz On- 1Jugedlni Code Injection e m3vlugtoya (Data theft)

Premise) il Enterprise Management
component (S4CORE) Version 102, 103, 104,
105, 106, 107 wkag 108

CVE-2025-42957

® Landscape Transformation (Analysis
Platform), DMIS versions 2011 1 700,
2011 1 710, 2011 1 730, 2011 1 731,
2011 1 752, 2020

® Business One (SLD), version Bl ON_HANA
10.0 and SAP-M-BO 10.0

® NetWeaver Application Server ABAP (BIC
Document), versions SACOREOP 104, 105,
106, 107, 108, SEM-BW 600, 602, 603, 604,
605, 634, 736, 746, 747, 748
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Lo e nsuiluSedauuastoys
syauldaualy (User privileges) ) i
o 4 . (Data manipulation)
feadlnInenan’ lilauwnsnAda
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syuuneluvienmnld (Privilege escalation)

e mslusdayagldeuszuy
(Credential theft)
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*  Aanaunnd: ndaldanunsasiiuns msinfwuinnanulasniavas SAP Ussineudarnau 2025 (Notes 3627998 uag

*  ATIADUANULELS: WHR13ULTU SAP UCON wiadninn1sldenu RFC uaznuniu 415nansnisidnde object S_DMIS activity 02
*  avadeutuiinmeNITal (Logs): Tauddynsdiiinisifenlden RFC MEaUnd n1sasiegldgguaseuulvl viiensideuudadlin
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1) senumsudaiouvesguiuszaumsinwmiuasasadussuunesfiamosuviend Usesriudl 11 n.e. 2568
2) https://nvd.nist.gov/vuln/detail/CVE-2025-42957
3) https://securitybridge.com/blog/critical-sap-s-4hana-code-injection-vulnerability-cve-2025-42957/
a) https://www.bleepingcomputer.com/news/security/criticalssapss-4hana-vulnerablity-now-exploited-in-attacks/
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