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Indicators of Compromise:

loCs Type Value
hlpdrv.sys SHA256 | bd1f381e5a3db22e88776b7873d4d2835e9alec620571d2b1da0c58f81c84a56
rwdrv.sys SHA256 | 16f83f056177cdec24c7e99d01ca9d9d6713bd0497eeedb777a3ffefa99c97f0

file path for hipdrv.sys File Path | Users\REDACTED\AppData\Local\Temp\hlpdrv.sys

file path for rwdrv.sys File Path | Users\REDACTED\AppData\Local\Temp\rwdrv.sys

Service creation for rwdrv.sys | Service Service “mgdsrv” registered — C:\Users\REDACTED\AppData\Local\Temp\rwdrv.sys

Service creation for hlpdrv.sys| Service Service “KMHLPSVC” registered — C:\Users\REDACTED\AppData\Local\Temp\hlpdrv.sys
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1) swmmmmﬁaLﬁ@umaaquéﬂismumﬁﬂmmmﬁumﬂaamﬁﬂsswﬂamﬁaLma‘fl,wiasma Usednuil 10 n.e. 2568
2) https://cyberguy.com/security/hackers-found-way-turn-windows-defender-remotely/
3) https://www.guidepointsecurity.com/blog/gritrep-akira-sonicwall/
a) https://www.bleepingcomputer.com/news/security/akira-ransomware-abuses-cpu-tuning-tool-to-disable-microsoft-defender/
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