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dayad1sde Cisco

1. https://nvd.nist.gov/vuln/detail/cve-2026-20079

2. https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-onprem-fmc-authbypass-5JPpd5Vv2
3. https://nvd.nist.gov/vuln/detail/cve-2026-20316

4. https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-fmc-static-cred-BET3Cjh

5. https://thehackernews.com/2026/09/cisco-fmc-flaws-exploited-to-steal.html
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* qipalnd CVE-2025-25249 \JudedlwiUsvinn Heap-based
Buffer Overflow Tusguu FortiOS wag FortiSwithManager
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~ Forti 0S 1185%u 7.6.3 wawsnii
~ Forti 0S 11854y 7.4.8 wawsnii
~ Forti 0S 11854 7.2.11 wazgsni
~ Forti 0S 1185%u 7.0.17 wazshni
~ Forti 05 1e3du 6.4 e

- FortiSwitchManager 119594
7.2.6 wavsn

- FortiSwitchManager 1195%u
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dayadined4 Fortinet

1. https://nvd.nist.gov/vuln/detail/cve-2025-25249

2. https://fortiguard fortinet.com/psirt/FG-IR-25-084

3. https://socradar.io/blog/cve-2025-25249-pivotc2-fortigate-rat/
4. https://www.securityweek.com/fortinet-code-execution-flaw-exploited-in-pivotc2-rat-attacks/
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Check Point | e qa3lud CVE-2026-85102 1{utadluilu Check Point dWans¥NUse WaRAY Security
Quantum Security Gateway ﬁLﬁmmﬂmsmmﬂaU%’amﬂa Gateway Wag Security
Certificate 5zmianszUIUMIITousio VPN filiigndos vl | Management Server 1ot
Alinisfannsalaudliainszeglnag lnenisisenldlan R81.20, R82, R82.10, R81.10.x way
fiasstuilodsns Security Gateway livhaunud R82.00.x TIAWI035FuT End on
A lindsAdeanis Support leitkn R80 - R80.40, R81

* g9slud CVE-2025-85103 LHudedlnivszinn Overflow waz RB1.10

Tundnsioua Security Gateway, Security Management
Server, Spark Firewall fiiAntulushnenswalususes VPN
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dayadns8e Check Point

1. https://nvd.nist.sov/vuln/detail/cve-2026-85103

2. https://support.checkpoint.com/results/sk/sk1000118/

3. https://support.checkpoint.com/results/sk/sk1000117/

4. https://www.bleepingcomputer.com/news/security/dutch-ncsc-critical-check-point-vpn-flaws-exploitation-is-imminent/
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