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Public Key dawaliinteiianainlun1sviauwuuldau (nfinite Loop) uwmelvizenduas gunsalin
mnuUaenssuazgunsaiinietedild OpenssL fldsunansymuaiusagnlaufuy Denial of Service
(DOS) et
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annsaldauliaselasiiganduas gunsalinwalnulasads uazaunsalnsatieildsunansenunsil

Yandwas gunsalineinulaendie wazaunsaliaiatng e stuilldTunanszny
1. OpenSSL flauel 1.0.2 - Ao 1.0.2zd , 1.1.0 - figu 1.1.0n, 3.0 -
fiou 3.02
2. Fortinet FortiOS, FortiManager, FortiAnalyzer, FortiDeceptor,

FortiAuthenticator, FortiMail, FortiRecorder, FortiProxy,
FortiSwitch, Fortiweb

3. Checkpoint Site to Site VPN, Remote Access VPN, Mobile Access /
SSL VPN, HTTPS Inspection, Quantum Security
Management, Multi-Domain Security Management,
Quantum Edge, Quantum Scalable Chassis, Quantum

Maestro, Quantum Spark Appliances

U7 8.1 - Nau 8.1.23
WA 9.0 — Aau 9.0.16-hf
W# 9.1 — AU 9.1.13-hf
% 10.0 — Aoy 10.0.10

AdLe 10.1 — A9y 10.1.5-h1
Faus 10.2 - Aoy 10.2.1

4. Paloalto (PAN-OS)

5. F5 BIG-IP, BIG-IQ Centralized Management, F50S-A,
F50S-C, Traffix SDC

6. FoNAWISUIDITUUUHURNSBY 9 TIl4 OpensSL Losdufilasunansznu 1y Red Hat Debian uaz Ubantu 1udu
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1. AT9@euUwAziaNsanduan Security Patch Yaswenduwls aunsalshwinulaeniey uazgunsel
wserenldsunansenumsedinisldau OpenssL nestudinan lilunesduaign ieudlutes
IIT9AUTIENITONTINEUTWaTRLAL AL LA

( ®  https://www.openssl.org/source/ External Linkj
®  https://www.fortisuard.com/psirt/FG-IR-22-059

®  https://supportcenter.us.checkpoint.com/supportcenter/portal?eventSubmit doGoviewso
lutiondetails=&solutionid=sk178411

®  https://security.paloaltonetworks.com/CVE-2022-0778

®  https://support.f5.com/csp/article/K31323265

\ J
2. gauaszuumsUssiliuanudsuazaiiun1snaaeun1sinas Security Patch Aswdiluldeuais

~

External Link

( doyadede

1)  https://nvd.nist.gov/vuln/detail/CVE-2022-0778
2)
3)
a)

5)

6)

0748a452351d1d%a65

7) https://www.bleepinecomputer.com/news/security/palo-alto-networks-firewalls-vpns-

vulnerable-to-openss|-bug/?fbclid=IwAR2jVFfzf3ydAHWeDIg3pXzhXQY-
tpOwueV26XRRiWadwayHT7YEfSRYSqcO
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https://www.fortiguard.com/psirt/FG-IR-22-059
https://supportcenter.us.checkpoint.com/supportcenter/portal?eventSubmit_doGoviewsolutiondetails=&solutionid=sk178411
https://security.paloaltonetworks.com/CVE-2022-0778
https://support.f5.com/csp/article/K31323265
https://nvd.nist.gov/vuln/detail/CVE-2022-0778
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-0778
https://www.csirt.gov.it/contenuti/rilevata-vulnerabilita-in-openssl-al02-220316-csirt-ita
https://git.openssl.org/gitweb/?p=openssl.git;a=commitdiff;h=a466912611aa6cbdf550cd10601390e587451246
https://git.openssl.org/gitweb/?p=openssl.git;a=commitdiff;h=a466912611aa6cbdf550cd10601390e587451246
https://git.openssl.org/gitweb/?p=openssl.git;a=commitdiff;h=3118eb64934499d93db3230748a452351d1d9a65
https://www.bleepingcomputer.com/news/security/palo-alto-networks-firewalls-vpns-vulnerable-to-openssl-bug/?fbclid=IwAR2jVFfzf3y4AHWeDIq3pXzhXQY-tp0wueV26XRRiWa4wayH7YEf5RYSqcQ

