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(improper certificate validation) TunsiUaldanu
single sign-on (SSO) iU Control Hub Tu
Webex Services Fso19viloiflaimisfiansnsa
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Cisco Webex Services ﬁﬂm‘tﬁm Trust Anchors
Tusguu SSO msin1seulnanlususes SAML 284
dlyiusnisseysiinu (IdP) adului Tda Control Hub

CVE-2026-20184

CVE-2026-20147 Cisco ISE or ISE-PIC Release earlier than 3.1 nsaeaeuteyaiiglddumnlimnya

(Migrate to a fixed release)

Cisco ISE Release 3.1 (3.1 Patch 11)
Cisco ISE Release 3.2 (3.2 Patch 10)
Cisco ISE Release 3.3 (3.3 Patch 11)
Cisco ISE Release 3.4 (3.4 Patch 6)
Cisco ISE Release 3.5 (3.5 Patch 3)
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(insufficient validation of user-supplied input)
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(Remote Code Execution) IoviINIslauALUY
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CVE-2026-20180 ae
CVE-2026-20186

Cisco ISE Release earlier than 3.2
(Migrate to a fixed release)

Cisco ISE Release 3.2 (3.2 Patch 8)
Cisco ISE Release 3.3 (3.3 Patch 8)
Cisco ISE Release 3.4 (3.4 Patch 4)
Cisco ISE Release 3.5 (Not Vulnerable)
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1. https://thehackernews.com/2026/04/cisco-patches-four-critical-identity.html
2. https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-webex-cui-cert-8jSZYhWL#vp
3. https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-rce-traversal-8bYndVrZ
4. https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-rce-4fverepvitvp
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