Ltsllx‘i Lﬁau . szja \‘iI‘WJI NANIENUNGINA NANSSNUADIZUU TLP Color : White

S2AU : Critical [X] Reputation damage

(] Non-compliance . e Availanil
3%AYU : High X Privacy violation oss of Availability

Loss of Integrity

X Financial damage [X] Loss of Confidentiality ‘ '
[

fiuanunsamsuwidayagansisusld

USEN Microsoft @an Security Patch Uszantfautiensy 2565
LN luyadlninnudIfgszau Critical wag High AdsinnutazdUinn

Tuudafau 20 Weey 2565
USHW Microsoft guanuazimunvenduissglng laeenduwuzinfeitesiu Security Patch

WU 145 599NSNEWANIENURADRANN TN 53 518115 USenausie Security Patch @usunnlugas
IINTANUTURTITEAUTIEUT UagTEaUge 1oy

SUaLLIeNYI NI yuneEy CVE

Faalnivuuinisdenmsieuainseezlng (RPC Service) MUalanalviilinisiiTonly VSl
mdsszeglnalaglilisuaygin (Remote Code Execution) b Msfldaslnidenaridadl
NANTENUADUINITIAS89188Y 9 NTN151Y RPC Service 141 SMB 8nnae

2 Foslniuinisusldriuiaiotas (Network File System Service) Aiflinisily [RaYRAvrE it
waflan1suaeuudasteya (Crafted Message) lagldluslaasatisdudnalaiuin
Funldmdsszeglnalagliléifueyain (Remote Code Execution)

3 doslnilasinefvesssuulnddmiutufinimanisaiviall (Common Log File System [ReVa vyl
Driver) Al lainTsdaunsasnsedudnivesszuuufUanis (Local  Privilege
Escalation)

FeveYeiwIsNlATUNaNIENY WU seuuUfURnNs Windows wag Window Server Tusunsu
Microsoft Office LA303lavstaNALITNITYINNUTIAY (SharePoint) wazlUsunsuusTwes Microsoft Edge
Judu visil amnsansadounefossuuuifnsualusunsuiilasunansenulen

https://msrc.microsoft.com/update-guide

¥
=< [

evanifeaazdaaiuanudeiienaiiadu gauaseuuaisiansandiiuniseisil

1. anageunaziansuniun1seuian Security Patch 989n19USEN Microsoft (Patch Tuesday) 1o
whlvgealnmivesszuuljuinisuazlusunsuilasunansenu

2. HouasvuumisUssidiunnuidedasaniunsmageunisingd Security Patch feuihlufinsauussuy
AAUSN15959

HhgmAuLasnsIIEeUANNEsIRunALLlad @1 S

Fnnuauznssunsmtunanninduazaaianannsng


https://msrc.microsoft.com/update-guide

NANIZNUNDIZUU TLP Color : White

v = | 1 ]
LAWADU : UBIINA

3¢AU : Critical [X] Loss of Integrity

Loss of Availability

Loss of Confidentiality ‘ '
o

%AV : High

fiuannsameunsdoyagansnsasld

USEN Microsoft @an Security Patch Uszantfautiensy 2565
LN luyadlninnudIfgszau Critical wag High AdsinnutazdUinn

AUNLIWABUY 20 LUBIBY 2565

o o

YDUADDY \
U83a81984

security-updates

2. https://blog.qualys.com/vulnerabilities-threat-research/2022/04/12/april-2022-patch-tuesday

3. https://cert.be/nl/microsoft-patch-tuesday-april-2022

4. https://www.techtarget.com/searchwindowsserver/news/252515900/Microsoft-plugs-Windows-
zero-day-on-April-Patch-Tuesday

5. https://krebsonsecurity.com/2022/04/microsoft-patch-tuesday-april-2022-edition/
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