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Vulnerabilities Affected Products Solution

326U Critical 1 519013 ® Catalyst 9800-CL Wireless Controllers for Cloud Yan1sld91u Out-of-Band AP
lAuA CVE-2025-20188: ® Catalyst 9800 Embedded Wireless Controller for Image Download feature aun31
Cisco I0S XE Wireless Catalyst 9300, 9400, and 9500 Series Switches ¢AIUTD upgrade vJu fixed
Controller Software Arbitrary ® Catalyst 9800 Series Wireless Controllers software m1u7 Cisco wuzth
File Upload Vulnerability ® Embedded Wireless Controller on Catalyst APs

** Tpgndndudidrsiuisalaldaurenanas Cisco I0S XE for

WLCs wazfin15.Ualde1u Out-of-Band AP Image Download

feature enabled

32AU High 16 518113 lAun CVE-2025-20186, CVE-2025-20182, CVE-2025-20154, CVE-2025-20162, CVE-2025-20192, CVE-2025-
20164, CVE-2025-20122, CVE-2025-20210, CVE-2025-20202, CVE-2025-20191, CVE-2025-20197, CVE2025-20198, CVE-2025-20199,
CVE-2025-20189, CVE-2025-20181 ey CVE-2025-20140

5%AU Medium 16 5790115 laun CVE-2025-20193, CVE-2025-20194, CVE-2025-20195, CVE-2025-20187, CVE-2025-20190, CVE-2025-
20213, CVE-2025-20157, CVE-2025-20155, CVE-2025-20223, CVE-2025-20221, CVE-2025-20196, CVE-2025-20137, CVE-2025-20216,
CVE-2024-20475, CVE-2025-20214 way CVE-2025-20151
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) https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertld=ERP-75279

) https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sdwan-priviesc-WCk7bmmt
)

4 https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-dnac-api-nBPZcJCM
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