o - , , NANIENUNINGIND NANIINUADIZUY TLP Color : CLEAR
LALADU : YNNI

.. ] Reputation Damage
C”tlcal [x] Non-compliance
Loss of Availability

E Privacy Violation Fiuannsamsunsdoyagaisnsaeld

Loss of Integrity

X Financial Damage Loss of Confidentiality ‘ '
o

LALADU BBINISBULTIVDINANN I VMware vCenter Server
(CVE-2024-37079, CVE-2024-37080 tay CVE-2024-37081)

FUNLINADY 26 UNSIAN 2569

faa v

Seu guimsihemaluladansaunavessznavgsiavanninduasusenaugsiadunindadva

dinau n.a.e. Saudu TOM-CERT TeRamutnafeatunistaufimalsues nusenutedvieuswemadnsdos
Vmware 91434 3 $19M3 tawn fodlnidenss CVE-2024-37079, CVE-2024-37080 Heap-overflow TulUslnaoa DCE/RPC
Baflaindedlfidrdanetneues vCenter Server uazds Packet Lilodssuldndunsneainszezlna (RCE) Inglifosdudy
fnu m%ﬁwlﬂgﬁ'mi%maﬁxwﬁ"’wm 52uBe CVE-2024-37081 a.8ugiedlwifl Local user aunsnsnsefudnanies
\Ju Root uu vCenter Server Appliance & Wil Cybersecurity and Infrastructure Security Agency (CISA) Ihiiudes
ivesdnsaet Vmware fildsunistuduinfinnsldeuaidlunisland (Actively Exploited) \ig1udeya KVE catalog
16iLA CVE-2024-37079

@

NARAMNNLASUNANTENU Hal

VMware Product Effected version Fixed Release %92
affected from 8.0 before 8.0 U2d Update to 8.0 U2d
vCenter Server affected from 8.0 before 8.0 Ule Update to 8.0 Ule
affected from 7.0 before 7.0 U3r Update to 7.0 U3r
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Cloud Foundation (vCenter Server) Sy Async patch (KB88287)
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1. https://thehackernews.com/2026/01/cisa-adds-actively-exploited-vmware.html
2. https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/securityadvisories/0/24453
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