NANTENUNNGSNY NANSENUABIEUY TLP Color : CLEAR
wIhau : Yaelud

Reputation Damage Loss of Integrity

Critical

Financial Damage Loss of Confidentiality ‘ '
o

Non-compliance
X Loss of Availability

Privacy Violation Jiuanunsamsuwstoyagaisisuela

AR NI5LAURAAIE Ransomware 3MUIUUN
Tneltraeluniuu VMware ESXi (CVE-2021-21974)
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Singapore Computer Emergency Response Team (SingCERT) wag &Ny, WELNITI8UAEU Ransomware
Campaign #ifin1sTdUsslevtiannvedluiiiimuneiay (CVE-2021-21974) uugendwisiA3eusitne VMware ESXi Tngg
Tawdanynsaldustlevinndeduifinanidielaudluguuvumsmususzuuannszeglnag (Remote code execution) 910
nsvihliAnn1sauvestayalumieaiudivesszuy (heap-overflow) luu3n1s OpenSLP (Service Location Protocol)
dwmalviaunsalaufissuulaglidosunstudiuin uae Wisssuuieaniadld lnednestuilésunansenudelui

- ESXi 1ieidu 7.x Aoumt ESXi7T0U1c-17325551

- ESXi 11939 6.7.x Aguwth ESXi670-202102401-SG

- ESXi 11939 6.5.x Agunth ESXi650-202102101-SG

fldnunazguaszuu Afnnsldon Esxi nestuiliiunanszmy mssuslmelidunesiuaaniiui ey
nsflosfunnnisgnlauf uas velinsiaaeuszuuimuaifioaunumdyanaesnisynin s flénuiasdauassuy
msfiarsandamsldnumnesn 427(TCP/UDP) vuszuu ESXi flesmnidunesmiidutimsnevesnislanily Ransomware
Campaign i (Rasanuansenutousuiumsanesndang1n) uasfisrsamsnsanguugunsal Firewall wievigants
\Housioffy IP address eipluil

- 104.152.52[.155

- 193.163.125[.]138

- 43.130.10[.]173

- 104.152.52[.]0/24

tatl SingCERT wusahlglénuuasdpuaszuuvasdnsusinlsunanssnumssunmbuneifudaniud o
andssuasdosturuissfiornintu flénuwasdauassuumsinsansiiunssten ESxi Wunestudaariui
muil SingCERT uuzthlnegguaszuumstszifiuanuidsazduiunmeaaeuneuhlulfouais
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https://www.csa.gov.sg/en/singcert/Alerts/AL-2023-015
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https://www.vmware.com/security/advisories/VMSA-2021-0002.html
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https://www.bleepingcomputer.com/news/security/massive-esxiargs-ransomware-attack-targets-vmware-esxi-servers-worldwide/

https://www.cert.ssi.gouv.fr/alerte/CERTFR-2023-ALE-015/
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https://www.csa.gov.sg/singcert/Advisories/ad-2021-009/
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