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[X] Financial Damage
(] Reputation Damage
[x] Non-compliance
(] Privacy Violation

Loss of Confidentiality
Loss of Integrity
Loss of Availability

Critical
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Ivanti Connect Secure, Ivanti Policy Secure wag Ivanti Neurons for ITSM
(CVE-2024-21894, CVE-2024-22052, CVE-2024-22053, CVE-2024-22023 ez CVE-2023-46808)
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ThaiCERT a@nuw. tokewndsnenutedminilnansenuiionsdlunansiae lvanti Connect Secure (ICS) (@aLiy Pulse
Connect Secure), Ivanti Policy Secure ag Ivanti Neurons for ITSM 5114714 5 518013 1nefs1eazidenfinisng

CVE Description Affected Solution
CVE-2024- | 401111 heap overflow lu IPSec component 984 ICS Wwag Ivanti Patch versions:
21894 Policy Secure dﬁmﬁlﬁ;ﬁlﬂmi’@ﬁﬁﬂmmddﬁw%’awaﬁa%w%wﬂuﬁLmz; ICS:

wihdszuuiteviliiszuudades (Denial of Services: DoS) uie dafds 22.1R6.2, 22.2R4.2,
filsilé3ueynn (arbitrary code) 1igszuuld 22.3R1.2, 22.4R1.2,
, . ) 22.4R2.4, 22.5R1.3,
CVE-2024- | afa3lwi null pointer dereference Tu IPSec component %813 ICS wag Ivanti Connect
, v 1w oa . o 22.5R2.4,22.6R2.3,
22052 Ivanti Policy Secure dawalyilaiviaflausiszuu Inan1svi1 DoS lé Secure
9.1R14.6, 9.1R15.4,
CVE-2024- | ¥o9lnd heap overflow lu IPSec component %94 ICS uag Ivanti (9, 22) waz 9.1R16.4, 9.1R17.4
22053 Policy Secure dealiilsvisilanfiszuu Tnsnsvi Do vde annsa | VantiPoliy oo
gudeyadnumizeaudile Secure
CVE-2024- | %oslwa XML entity expansion (XEE) Tu SAML component 84 ICS Ivanti Policy Secure:
22023 wag vanti Policy Secure duwalviflinisfianunsndsdve XML fidavh 22.4R1.2, 22.5R1.3,
Fuduiimingseuuiiiovlissuutadodutassseznamilld 22.6R1.2, 9.1R16.4,
(limited-time DoS) 9.1R17.4 ey 9.1R18.5
CVE-2023- | “eslwivu vanti Neurons for ITSM ﬁdmalﬁﬁlﬂ%fﬂaﬁﬁ%jizuumﬂ Ivanti Neurons upgrading to 2023.X
46808 szaziﬂammsaL%ﬁu"LWélUé‘J’ﬂWama%ﬁLﬁuaﬁagadaulmuum%m ITSM for ITSM
1 waganunsodsindadgivueundinduveadfldauld (2023.3, 2023.2
and 2023.1)
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1) serumsuiafeuesquivszaunsinmmsiunmasndusyuunoufiameuviani Ussriuil 11 wie. 2567
2) https://forums.ivanti.com/s/article/New-CVE-2024-21894-Heap-Overflow-CVE-2024-22052-Null-Pointer-Dereference-CVE-2024-
22053-Heap-Overflow-and-CVE-2024-22023-XML-entity-expansion-or-XXE-for-lvanti-Connect-Secure-and-lvanti-Policy-Secure-
Gateways?language=en_US
3) https://forums.ivanti.com/s/article/CVE-2023-46808-Authenticated-Remote-File-Write-for-lvanti-Neurons-for-
L [TSM?language=en_US )
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