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CVE Description Affected
CVE-2024- Foalnduuilines DHCP snooping 7idnl#e1u “endpoint | ®  Catalyst 9000 Series Switches
20259 analytics” 10990WAKI3 10S XE dn1sdanisianaindyu | ® DNA Traffic Telemetry Appliance

S v

crafted IPva DHCP request fias1a7ulaeglainiad uazazds

request fianaludegunsaifidiveslnd dewalvgunsal

annsaliusnisla
CVE-2024- do9lnivuufiaes multicast DNS (MDNS) gateway | © Catalyst 9800-CL Wireless Controllers for Cloud
20303 YpaniwIs 10S XE quﬂﬂitﬁ Wireless LAN Controllers | © Catalyst 9800 Embedded Wireless Controller for
(WLCs) imﬁmmiﬁmwmmﬁuqﬂmzﬁﬁmL%'aﬂ‘lﬁi?mu mDNS Catalyst 9300, 9400, and 9500 Series Switches

v‘iﬂﬁﬁhjui’aﬁmmsaL‘T’iau@iaﬁmﬂ%‘a‘dwl%mEJLLaza'a‘iTam“a *  (atalyst 9800 Series Wireless Controllers
mDNS packet #ilanizia1zas0819siaiiioq vinld CPUwes | *  Embedded Wireless Controller on Catalyst APs

WLCs fin1sldanuga danalsl WLCs liannsaliusnsla

CVE-2024- doaluivuiliaed Internet Key Exchange Version 1 (KEV1) | Cisco 10S %3 105 XE #dleldanui 2 fiaasssd
20307 uag fragmentation ¥esweWFLas 10S uay 105 XE Vildlaiv¥ed | o g1 fragmentation waw
CVE-2024- azﬂﬁz&lenammmlimwmEimmm (heap overflow) @wa | o Any type of VPN that is based on IKEv1 is configured
20308 Iigunsailaianunsaliusnisla
CVE-2024- fasluiuufiiaes Locator ID Separation Protocol (LISP) we4 | Cisco 10S wia 105 XE 7illaldau LISP wazdinisldausds
20311 FoNALIS 10S wag 10S XE doslnitiinainnisdnnis LISP | e Ingress/egress tunnel router 3o

‘Vll‘llJQﬂG]EN vinl#flainTedide LISP packet Wudsgunsal | o oo server w30

nfigadlng dwaligunsallianunsaliuinmsla .

. Map resolver

CVE-2024- tadlyiuufiians IPva Software-Defined Access (SD-Access) | Cisco 10S XE Aifinsssannsldaulyivimeniiidu sD-Access
20314 fabric edge vawoNALIF I0S XE Yoslwiiliinainnisdanis | fabric edge nodes

IPv4 packet filaigneies vinlviglsivisd de IPva packet lud
gunsaiffivedini dwaligunsalliamnsaliuinisld
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1) TIEUNTUIAADUTDIAUIUTZAIUNITINBIAIULUAIUADANYTZUUABNNUADIUITIRA UTza1IUN 11 1y, 2567
2) https://sec.cloudapps.cisco.com/security/center/publicationListing.x?product=Cisco&sort=-day_sir#~Vulnerabilities
3) https://www.csa.gov.sg/alerts-advisories/alerts/2024/al-2024-034
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