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ThaiCERT anuv. Iowewnssieanutedunifudesni Zero Day wansynuseiuineusslunaniue Palo Alto Networks
(CVE-2024-3400) tadlwisanaridutedini “command injection” luillaes GlobalProtect veswanduwi$ PAN-OS dswaled
pﬁlﬁwi’aﬁﬁlﬂﬁ%’umsﬁué’uﬁmu (unauthenticated) @u150@3A&s (arbitrary code) Whgszuuldmeansas (root privileges)
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PAN-OS 10.2 < 10.2.6-h3, 10.2.9-h1 (Released 4/14/24)
< 10.2.7-h8, 10.2.8-h3 (Released 4/15/24)
< 10.2.8-h3, 10.2.7-h8 (Released 4/15/24)
<10.2.9-h1 10.2.6-h3 (Released 4/16/24)
10.2.5-h6 (Released 4/16/24)

PAN-OS 129591 10.2 /11.0 /11.1 7 10.2.3-h13 (PAdn: 4/17/24)

n3an1sldeu “GlobalProtect 10.2.1-h2 (A1931: 4/17/24)

gateway” 139 “GlobalProtect 10.2.2-h5 (A1A31: 4/18/24)

portal” (vieudaldanuits 2 Taes) 10.2.0-h3 (A1m31: 4/18/24)

10.2.4-h16 (A1971: 4/19/24)

aflgnunsansiageunisilaldau

PAN-OS 11.0 < 11.0.2-h4, o o ww I 11.0.4-h1 (Released 4/14/24)
Flwesaananls Inglui Network >
< 11.0.3-h10, - 11.0.3-h10 (Released 4/16/24)
GlobalProtect > Gateways #3®
< 11.0.4-h1 11.0.2-h4 (Released 4/16/24)
Network > GlobalProtect > Portals .
11.0.1-h4 (P1@2n: 4/17/24)
11.0.0-h3 (A1n31 4/18/24)
PAN-OS 11.1 < 11.1.0-h3, 11.1.2-h3 (Released 4/14/24)
< 11.1.1-h1, 11.1.1-h1 (Released 4/16/24)
< 11.1.2-h3 11.1.0-h3 (Released 4/16/24)

dsugldnuuazgguadiliuins Threat Prevention subscription anansaliafugedluidsnanlasannsalianisiosiu
Threat ID 95187 waz 95189 (FsazUsngeglu “Applications and Threats content” 13y 8835-8689 ushily)
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