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Data Protection ® Detect
® |dentify SIEM
— Assessment System that Store SOC Team
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® Respond
® Protect
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® Recovery
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— Data Security (Budget Request
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® Tokennization : Application level
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Data Breach (CIA)
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Data Breach (CIA)
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Data Breach Process Flow

Incident
Detected

User/ Breach
Informer

com

Identification,
recording, and
classification

Closure

Information
Security Team

(info!

Validate and Concern No
Investigation and S Personal _—
diagnosis Data?

Resolution and
recovery

5
[
5=
%o
o
S o
2=
g

=

m

Open case

Impact Notification Process —
Yes 4 Assign and Monitor
Personal Data Assessment

Breach? IT, Business Close case on
Salesforce.com




Credit : TG CIRT Team

Cybersecurity Incident Response Team [li:lsls

EMM

&R cvC

i

| |
&% 5 &

P1, P2 P3

D5-A Tea m 'Cl RT LD;S-{:H oSt
Rep. Leader

5B S5C
Re P- HEFI- Ep-nrl:.-" Assigned




1
v 1 U/

L"‘Vlﬂ“ljﬂLL@%%%ﬂ’]ﬁU%W]S{]Jﬂﬂ’]'ﬁﬂiﬁﬁﬁ%@ﬂﬂaﬁ’mqﬂﬂa'ﬁﬂ‘ﬁa‘ﬁ%agﬂazLﬁﬂ Credit :TG CIRT Team

Data Breach Process

Channel / Business Users SOC

(Security Operation Center)

Contact
email: infosec@thaiairways.com St
Customer(s) Tel : 02 = e
"o'l 22 = ﬁ' %. % 5:
| ‘ Contact DPO @ - i {%
! email: privacy@thaiairways.com - Al el -
1 g | >

Security Monitoring

Business

Data Protection Authority Concerned



mailto:infosec@thaiairways.com
mailto:infosec@thaiairways.com
mailto:infosec@thaiairways.com
mailto:infosec@thaiairways.com
mailto:privacy@thaiairways.com

Personal Data Breach
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