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Data Protection Impact Assessment (DPIA)

Section 3

Data protection impact assessment and prior consultation

Article 35

Data protection impact assessment

2.  The controller shall seek the advice of the data protection officer, where designated, when carrving out a data
pProtection impact assessment.

3. A data protection impact assessment referred to in paragraph 1 shall in particular be required in the case of:

@) a systematic and extensive evaluation of personal aspects relating to natural persons which is based on automated
processing, including profiling, and on which decisions are based that produce legal effects concerning the narural
person or similarly significantly affect the natural person;

(b} processing on a large scale of special categories of data referred to in Article 9(1), or of personal data relating to
criminal convictions and offences referred to in Article 10; or

{c) a systematic monitoring of a publicly accessible area on a large scale.
4. The supervisory authority shall establish and make public a list of the kind of processing operations which are

subject to the requirement for a data protection impact assessment pursuant to paragraph 1. The supervisory authority
shall communicate those lists to the Board referred to in Article 68.

5.  The supervisory authority may also establish and make public a list of the kind of processing operations for which
no data protection impact assessment is required. The supervisory authority shall communicate those lists to the Board.

6.  Prior to the adoption of the lists referred to in paragraphs 4 and 5. the competent supervisory authority shall
apply the consistency mechanism referred to in Article 63 where such lists involve processing activities which are
related to the offering of goods or services to data subjects or to the monitoring of their behaviour in several
Member States, or may substantially affect the free movement of personal data within the Union.
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7. The assessment shall contain at least:

(a) a systematic description of the envisaged processing operations and the purposes of the processing, including, where
applicable, the legitimate interest pursued by the controller;

(b) an assessment of the necessity and proportionality of the processing operations in relation to the purposes;
(¢) an assessment of the risks to the rights and freedoms of data subjects referred to in paragraph 1; and

(d) the measures envisaged to address the risks, including safeguards, security measures and mechanisms to ensure the
protection of personal data and to demonstrate compliance with this Regulation taking into account the rights and
legitimate interests of data subjects and other persons concerned.

8. Compliance with approved codes of conduct referred to in Article 40 by the relevant controllers or processors
shall be taken into due account in assessing the impact of the processing operations performed by such controllers or
processors, in particular for the purposes of a data protection impact assessment.

9. Where appropriate, the controller shall seek the views of data subjects or their representatives on the intended
processing, without prejudice to the protection of commercial or public interests or the security of processing
operations,

10.  Where processing pursuant to point (c) or (¢) of Article 6(1) has a legal basis in Union law or in the law of the
Member State to which the controller is subject, that law regulates the specific processing operation or set of operations
in question, and a data protection impact assessment has already been carried out as part of a general impact assessment
in the context of the adoption of that legal basis, paragraphs 1 to 7 shall not apply unless Member States deem it to be
necessary 10 carry out such an assessment prior to processing activities.

11, Where necessary, the controller shall carry out a review to assess if processing is performed in accordance with
the data protection impact assessment at least when there is a change of the risk represented by processing operations.
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The following figure illustrates the basic principles related to the DPIA in the GDPR:

Advice of the DPO
[art. 35(2)] Code(s) of conduct
Monitor performance [art. 35(8)]
[art. 39(1) (c)]

Seek the views of

the data subjects
[art. 35(9)]

Likely to result in
high risks?
[art. 35(1), (3) & (4)]

Exception ?
[art. 35(5) and (10)]

DPIA
No DPIA needed [art. 35(7)]

Residual high risks?
[art. 36(1)]

Processing reviewed

by the controller )
[art. 35(11)] Prior
consultation

No prior
consultation
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In order to provide a more concrete set of processing operations that require a DPIA due to their
inherent high risk, taking into account the particular elements of Articles 35(1) and 35(3)(a) to (c), the
list to be adopted at the national level under article 35(4) and recitals 71, 75 and 91, and other GDPR
references to “likely to result in a high risk™ processing operations'4, the following nine criteria should

be considered.

1.

Ewvaluation or scoring, including profiling and predicting, especially from “aspects concerning
the data subject's performance at work, economic situation, health, personal preferences or
interests, reliability or behavior, location or movements” (recitals 71 and 91). Examples of

this could include a financial institution that screens its customers against a credit reference
database or against an anti-money laundering and counter-terrorist financing (AML/CTF) or
fraud database, or a biotechnology company offering genetic tests directly to consumers in
order to assess and predict the disease’health risks, or a company building behavioural or
marketing profiles based on usage or navigation on its website.

Automated-decision making with legal or similar significant effect: processing that aims at
taking decisions on data subjects producing “legal effects concerning the natural person™ or
which “similarly significantly affects the natural person” (Article 35(3)(a)). For example, the

processing may lead to the exclusion or discrimination against individuals. Processing with
little or no effect on individuals does not match this specific criterion. Further explanations on
these notions will be provided in the upcoming WP29 Guidelines on Profiling.

Systematic monitoring: processing used to observe, monitor or control data subjects, including
data collected through networks or “a systematic monitoring of a publicly accessible area™
(Article 35(3](0})'5. This type of monitoring is a criterion because the personal data may be
collected in circumstances where data subjects may not be aware of who is collecting their
data and how they will be used. Additionally, it may be impossible for individuals to avoid
being subject to such processing in public (or publicly accessible) space(s).

Sensitive data or data of a highly personal nature: this includes special categories of personal
data as defined in Article 9 (for example information about individuals® political opinions), as
well as personal data relating to criminal convictions or offences as defined in Article 10. An

example would be a general hospital keeping patients” medical records or a private
investigator keeping offenders’ details. Bevond these provisions of the GDPR, some
categories of data can be considered as increasing the possible risk to the rights and freedoms

1% See e.g. recitals 75, 76, 92, 116.
' The WP29 interprets “systematic” as meaning one or more of the following (see the WP29 Guidelines on Data
Protection Officer 16/EN WP 243):

occurring according to a system;
pre-arranged, organised or methodical:




DI I‘ \ 5. Data processed on a large scale: the GDPR does not define what constitutes large-scale,
though recital 91 provides some guidance. In any event, the WP29 recommends that the
For ContrO”erS (GDPR VS PEI, PA) following factors, in particular, be considered when determining whether the processing is

. 16
carried out on a large scale :

a. the number of data subjects concerned, either as a specific number or as a proportion
of the relevant population;
b. the volume of data and/or the range of different data items being processed;
c. the duration, or permanence, of the data processing activity;
d. the geographical extent of the processing activity.
6. Matching or combining datasets, for example originating from two or more data processing
operations performed for different purposes and/or by different data controllers in a way that

would exceed the reasonable expectations of the data subjcctl-".

7. Data concerning vulnerable data subjects (recital 75): the processing of this type of data is a
criterion because of the increased power imbalance between the data subjects and the data
controller, meaning the individuals may be unable to easily consent to, or oppose, the

processing of their data, or exercise their rights. Vulnerable data subjects may include children
(they can be considered as not able to knowingly and thoughtfully oppose or consent to the
processing of their data), employees , more vulnerable segments of the population requiring
special protection (mentally ill persons, asylum seekers, or the elderly, patients, efc.), and in
any case where an imbalance in the relationship between the position of the data subject and
the controller can be identified.

8. Innovative use or applying new technological or organisational solutions, like combining use
of finger print and face recognition for improved physical access control, efc. The GDPR
makes it clear (Article 35(1) and recitals 8 and 91) that the use of a new technology, defined
in “accordance with the achieved state of technological knowledge™ (recital 91), can trigger

the need to carry out a DPIA. This is because the use of such technology can involve novel
forms of data collection and usage, possibly with a high risk to individuals® rights and
freedoms. Indeed, the personal and social consequences of the deployment of a new
technology may be unknown. A DPIA will help the data controller to understand and to treat
such risks. For example, certain “Internet of Things™ applications could have a significant
impact on individuals” daily lives and privacy; and therefore require a DPIA.

' See the WP29 Guidelines on Data Protection Officer 16/EN WP 243.
7 See explanation in the WP29 Opinion on Purpose limitation 13/EN WP 203, p.24.
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When the processing in itself “prevents data subjects from exercising a right or using a

service or a contract” (Article 22 and recital 91). This includes processing operations that
aims at allowing, modifying or refusing data subjects’ access to a service or entry into a
contract. An example of this is where a bank screens its customers against a credit reference

database in order to decide whether to offer them a loan.

In most cases, a data controller can consider that a processing meetingutwoseriteriaavould require a
DPIA to be carried out. In general, the WP29 considers that the more criteria are met by the
processing, the more likely it is to present a high risk to the rights and freedoms of data subjects, and

therefore to require a DPLA, regardless of the measures which the controller envisages to adopt.

However, in some cases, a data controller can consider that a processing meeting only one of

these criteria requires a DPILA.

The following examples illustrate how the criteria should be used to assess whether a particular

processing operation requires a DPLA:

DPIA
Examples of processing Possible Relevant criteria likely to be
required?

Sensitive data or data of a highly personal

A hospital processing its patients’ genetic and nature.

health data (hospital information system). Data concerning vulnerable data subjects.
Data processed on a large-scale.

The use of a camera system to monitor driving Svst » tori

. . . ematic monitoring.
behavior on highways. The controller envisages to ys ) & .
. . . . . Innovative use or applying technological
use an intelligent video analysis system to single .. - =
. . . or organisational solutions.
out cars and automatically recognize license plates.
A company systematically monitoring its . N
8 o . L Systematic monitoring.
employees’ activities, including the monitoring of . .
. . . L. Data concerning vulnerable data subjects.

the employees” work station, internet activity, efc.
Ewvaluation or scoring.
Data processed on a large scale.

The gathering of public social media data for . ..

= goP Matching or combining of datasets. Yes

generating profiles.

Sensitive data or data of a highly personal
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For Controllers (GDPR vs PDPA

DPIA

uick Scan Tool

8.1 Criteria-based test

8.1.1 Do vou process personal data in order to evaluate individual
persons, including the creation of “score values”, “personal profiles™ and
predictions of the future behavior of that person? amwlaiinsilszurazraya
wiallszdivuesa TaamwizsiudenisTwazuuy wWian1svin personal profile

This concerns in particular
aspects concerning the data
subject's performance at
work, economic situation,
health, personal preferences
or interests, reliability or
behavior, location or
movements

<Select>

8.1.2 Are there automated decisions made about individual persons that
have a legal or similarly significant effect for these persons? finsilszuaa
sayalealriviususduiavinisdadulavuuautomatewia’lai waziinaa
g

This is processing that aims
at taking decisions on data
subjects producing hat has
“legal effects concerning a
natural person™ ar which
“similarly significantly affects™
such a person. For example,
if the processing may lead to
the exclusion or discrimination
against individuals. Processing
with little or no effect on
individuals does not match
this specific criterion.

<Select>

8.1.3 Are persons systematically monitored? am@aauwadnssunasuaaa
agafluszuy

This would be the case if
there is personal data
processed in order to
observe, monitor or control
data subjects, including data
colected through networks or
CCTV of a publicly accessible
area

<Select>

8.1.4 Is there large-scale processing of sensitive data or data of a highly
personal nature? ilszianaliaua sensitive nuiala ?

This includes special
categories of personal data
(health data, genetic and
biometric data, data on racial
or ethnic origin, data indicating
religious or poltical beliefs and
data on trade union
membership) and data
relating to criminal convictions
or offences. Answer “yes”
only if such data is processed

<Select>




8.1.4 Is there large-scale processing of sensitive data or data of a highby
personal nature? ilszaanaliaya sensitive suraley ?
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This includes special
categories of personal data
(health data, genetic and
biometric data, data on racial
or ethnic origin, data indicating
religious or political beliefs and
data on trade union
membership) and data
relating to criminal convictions
or offences. Answer “yes"”
onby if such data is processed
frequently and/or in relation to
a large number of persons.

<Select>

8.1.5 Do you match or combine datasets about individual persons that
were originally colected for other purposes? anuairayadrvuaaaniaiyl
INTzULdAY auvitenizwWilszmnanarfaianilszasdasiwdunsalai

This may be the case if you
colect data from different
sources in order to create
personal profies, or if you use
“big data™ about individual
DErsons.

<Select>

8.1.6 Does the data processing relate to data subjects that need special
protection? alslszananariaygawiardasiumEnuasiayganiidgasnisnisauasas
wiludiesatlai

This is the case if there is a
strong power imbalance
between the data subjects
and the data controller.
Answer “yes” in particular if
the data subjects may be
intimated and may therefore
refrain from using their
individual rights. Data subjects
requiring protection may
include chidren, employees,
mentaly il persons, asylum
seekers, elderly persons,
patients, etc.

<Select>

8.1.7 Does the data processing use a new technology or an innovative
organizational solution that may have additional implications for the privacy
of individual persons? TrfitnaTuladuSauianssulni Geataaziinanszny
saauiudrudrnastiana

Answer “yes” if the use of
such technology can involve
novel forms of data collection
and usage, possibby with a
high risk to individuals” rights
and freedoms. Example:
Combining use of a fingerprint
and face recognition for
improved physical access

<Select>
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8.1.7 Does the data processing use a new technology or an innovative
organizational solution that may have additional implications for the privacy
of individual persons? TinaTuladwiauianssulud dearaaziuanszny
gamrniludrudrnacdana

Answer “yes” if the use of
such technology can involve
novel forms of data colection
and usage, possibly with a
high risk to individuals” rights
and freedoms. Example:
Combining use of a fingerprint
and face recognition for
improved physical access
control.

<Select>

NMNDNDAN
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8.1.8 Is the data processing intended to prevent individual persons from
exercising a right or using a service or a contract? alsiszurarauail

= & o W v = = ar .
raeuiazilasduiilvuarsalddniuiauSasuiaduan wialai

This includes processing
operations that aim at
allowing, modifying or refusing
data subjects’ access to a
service or entry into a
contract.

<Select>

B.2 The blacklist test

8.2.1 Is there, on a large scale, processing of personal data that is
subject to a professional or official secrecy obligation? farZwiiunua
nuEAITY Wiali

Professional secrecy
obligations pertain to, inter
alia, physicians, lawyers,
therapists and persons
belonging to the cleric if the
receive secrets. Answer "yes”
only if such data is processed
either frequenthy and/or in
relation to a large number of
nersons

<Select>

8.2.2 Is there processing, on a large scale, of information on the
behaviour of employees which can be used to assess their work in such a
way as to have legal or other significant consequences for them? dinas
iszananalayanuialuaiiianuwad@nssunasgan=g

This includes the use of large
scale data loss prevention
systems that monitor network
activity or other activity of the
employees.

<Select>

8.2.3 Is there a consolidation of personal data from various sources and
further processing of the data thus consoldated, provided that the
aggregation or processing is carried out on a large scale? dnsufiusiusin
ANMATELKRAILAZIANTINAUKa?

This is the case if the data is
processed for purposes for
which not all of the data was
originally collected, if the data
processing includes the use of
algorithms that are
incomprehensible to the
persons concerned, and the
data processing is intended to
discover previoushy unknown
connections between the data

<Select>

can Tool
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8.2.2 Is there processing, on a large scale, of information on the This includes the use of large <Select>
behaviour of employees which can be used to assess their work in such a |scale data loss prevention
way as to have legal or other significant consequences for them? iinns systems that monitor network
lzmanaiayanmaluaitimnuwndnssunasanang activity or other activity of the

employees.
8.2.3 Is there a consolidation of personal data from various sources and |This is the case if the data is <Select>
further processing of the data thus consolidated, provided that the processed for purposes for
aggregation or processing is carried out on a large scale? finisiiusiausau |which not all of the data was
AINUAELURAILAZLIANT N TuWEa? originally collected, if the data

processing includes the use of

algorithms that are

incomprehensible to the

persons concerned, and the

data processing is intended to

discover previoushly unknown

connections between the data

for purposes that are not

predetermined This may

include big data analysis of

customer data enriched with

information from third parties,

or fraud prevention systems.
8.2.4 Is there a collection of personal data via interfaces of personal For example collecting <Select>
electronic devices, which are not protected against unauthorised readout, |personal data via RFID/MNFC
which the persons concerned cannot recognise? fintaiAutayagduuaaa  |through apps or cards.
analnsaifidansaing
8.2.5 Is there the creation of comprehensive profies on the movement  |For example the recording of <Select>
and purchasing behaviour of affected persons? finnAusiusiuds=uia the purchasing behaviour of
Wisadunnedaudawianadnssunistiadenaiiinasauana? different groups of people far

profile buiding and customer

retention.

*¥XX@253r1i1518A13 Tuvaasuud vnnaldnAaauaadvinutidu Taddae 2 2aTu 8.1 usa tavaataaaTu 8.2 Tudsau3a
WSuAnau 1isa DPIA Team wiavinn1siasiziinanszuu DPIA Tauiinda DPO X
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ico.

Information Commissioner’s Office

Sample DPIA template

This template is an example of how you can record your DPIA process and
outcome. It follows the process set out in our DPIA guidance, and you should read
it alongside that guidance and the Criteria for an acceptable DPIA set out in
European guidelines on DPIAs.

Start to fill out the template at the beginning of any major project involving the use
of personal data, or if you are making a significant change to an existing process.
Integrate the final outcomes back into your project plan.

Step 1: Identify the need for a DPIA

: : . . - Source:
Explain broadly what the project aims to achieve and what type of processing it ; .
involves. You may find it helpful to refer or link to other documents, such as a https://ico.org.uk/media/about-the-
project proposal. Summarise why you identified the need for a DPIA. ico/consuItations/2258461/dpia-

template-v04-post-comms-review-
20180308.pdf
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PUBLICATIONS | GLOSSARY | FR - | COOKIES MANAGEMENT

CNIL.

To protect personal data, support innovation, preserve individual liberties
MY COMPLIANCE TOOLS | DATA PROTECTION | TOPICS | THECNIL | Q

ﬁ > The open source PIA software helps to carry out data protection impact assessment

=3

The open source PIA software helps to carry out data
protection impact assessment

30 June 2021

The PIA software aims to help data controllers build and demonstrate compliance
to the GDPR. The tools is available in French and in English. It facilitates carrying

. out a data ﬁrotection impact assessmentl which will become mandatori ibr some q -m
C
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MY COMPLIANCE TOOLS | DATA PROTECTION | TOPICS | THE CNIL Q

analyse d'impact sur la protection des données
privacy impact assessment

4

Source: https://www.cnil.fr/en/open-source-pia-software-helps-carry-out-data-
protection-impact-assessment
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Source: https://www.cnil.fr/en/open-source-pia-software-helps-carry-out-data-
protection-impact-assessment



Risk mapping

Risk seriousness

Maximum

Important

Limited

Neglgible

Planned or existing measures

With the corrective measures implemented
(Dllegitimate access 1o data

(Unwanted modification of data

(D)ata disappearance

Neghgible

@

Limited Important

Maximum

Risk likelihood
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