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2024 Fraud Report

2024 REPORT T0 THE NATIONS AT A GLANCE
OUR STUDY ANALYZED: ‘ DATAIN THIS REPORT REVEALED:

TOTAL LOSSES OF MORE THAN MEDIAN LOSS PER CASE

ElA §3.1BILLION

of occupational fraud  'NVESTIGATIONS BETWEEN s-l 45 Uuu
JANUARY .H EMBER Organizations LOSE !

12022 ° 2023
5%%&#

. ach year Average loss per case
FRAUD SCHEMES FROM

138 COUNTRIES — 7T 817 M||.|.|0N

AND TERRITORIES

Source: ACFE, Fraud Magazine, March-April 2024
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2024 Fraud Report

THE SCHEMES

MOST COMMON MOST COSTLY

Billing schemes Check and payment tampering

22% CASES 3155 UU PL%ESDS'AN

Theft of noncash assets Bllllng schemes

22%¢ses  $100,000185

Source: ACFE, Fraud Magazine, March-April 2024
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2024 Fraud Report

PREVENTING FRAUD

ASSET MISAPPROPRIATION SCHEMES

: N
Financial - Y. ) 53%

e ISR @
__)' 39%
- N ) 29%
i =
asset | K H 26%
mesapproprtation = . ) ARG

Corruption

B Convicted at trial [ Pleaded guilty/no contest

Source: ACFE, Fraud Magazine, March-April 2024
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Integrated Accounting Systems

Governance

Risk Management / Control

Compliance

Procure
ment b

26 fiwau 2567 mMstlee U5 s wedanssulaimunz ey 10



Overview of Internal Controls
90N . Ugia I s1g9u

* Accuracy

* Valuation

« Existence

\ETAIVE] « Completeness

* Rights and
obligations

* Presentation
and disclosures

Flowchart

Integrity
Responsibility
Accountability
Transparency

26 fiwau 2567 Mstles Y51 U5 nganssulinanzay 11
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ECO System msaunumeluiia

3 Lines of Defense
GOVERNING BODY / AUDIT COMMITTEE

SENIOR MANAGEMENT

1st Line of Defense 2st Line of Defense 3st Line of Defense

9 Financial Control .
O —
= O
o )
B Security . = ,_30
= B0
2 o s o
% Risk Management 5 o’
@5 Quality Internal
Audit
Inspection
@ Compliance

26 fiwau 2567 m31les Y51 U nganssulunnngay 13



ECO System msaunumeluiia

Types of Controls

* Preventive
 Detective
 Corrective

Usu Js3

26 fiwau 2567 Mstles Y51 U5 nganssulinanzay 14



ECO System msaunumeluiia

3 Lines of Defense

GOVERNING BODY / AUDIT COMMITTEE

SENIOR MANAGEMENT

1st Line of Defense-

Owner of risk and control 2nd | ine of Defense - Coach  3rd Line of Defense - Audit
@) Governance/Risk/ ‘E Internal »

) Compliance Audit T .
Integrity =) o)
Commitment Propose GRC <r_§ ©
Competency framework . Indepen.dent audit c E’o
Authority *  Provide training «  Review and advise on [ o
Responsibility «  Facilitate processes of governance, risk, 0

et 1t line controls and compliance
Policies * Find out issues or * Independent reporting
Procedures obstacles in
Risk mf':magement implementation
Compliance « Management reporting

Control activities
Information
Reporting

= mr
O uuAw mM3des Us1u Usw wganssu lumang e 15
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Strategic Risk

Operational Risk

Financial Risk

Compliance Risk

26 fiwnan 2567

Risk
appetite

Our risk
environ
ment

Enterprise Risk
Management

Reporting Assessing

risk risk

mMsiles Y51 Usw woanssulumngay

ESG Risk

Cyber Risk

Emerging Risk

Unknown Risk

16
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a A 1 Y a 4 A
mﬁﬂﬁmwqmﬂﬁw"lnmmzﬁumﬁmu’;mﬂwmmmm
2
Vision & ﬂ\i@l’f)llﬂﬁ

& Strategy
N
o _ «  Operational risk from control
Q‘a‘ Operqliclng Model weaknesses
& arget .
& «  Fraud risk
Q}’b Organization Design «  Financial risk
Y

«  Corruption risk

Financial statement risk
Technology

Processes

People

Reporting

26 fiwau 2567 Mstles Y51 U5 nganssulinanzay 17
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Internal Audit

Must be independent and report directly to audit
committees.

Audit committee should select Head of Internal Audit
who has knowledge, experience and understand risks.
Scope covers overseas operations and subsidiaries.
In-house / outsource

Whistleblowing

26 Ty 2567 Mstles Y51 U5 nganssulinanzay 18
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Internal Audit’s Roles

Advise on design and
implementation of new
policies, processes,
systems and products.

Assurance on
operational efficiency.

Reliability of

reporting Providing training

Advisory

Facilitating discussions
about risks and
controls

Providing forensic
services

Safeguarding of
assets / ethical
culture

Internal audit’s roles

Compliance with (Consulting)
laws and/or
regulations

26 fiwau 2567 m31les Y51 U nganssulunnngay 19
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Nine in 10
organizations (91%) use .\"3

DATA ANALYSIS |
TECHNIQUES

as part of their

\ \_\ y, 0
anti-fraud programs. R 4 4 /0

DISBURSEMENTS

o~ INTERNAL PURCHASING
\ STRUCTURED DATA

| is the most common The most common risk areas monitored

| source of data for by data analytics are
analysis, with 77% of
orga!:'lizations relying DISBURSEMENTS [44%] ﬁ
on this traditional and PURCHASING [41%]_ QD
approach.

Source: 2024 Anti-Fraud Technology Benchmarking Report, II1A

26 fiwau 2567 m31les Y51 U nganssulunnngay 20



9

= Jd ¢ a 1
ﬂ133lﬂ51$Wellfi)ﬂal,ﬂlﬁ@ﬁTWﬂ@ﬂﬁﬁﬂJqNLﬁMTgﬁN

The use of both Two in five organizations (40%)
BIOMETRICS and ROBOTICS currently use
in anti-fraud programs has steadily PHYSIEAL BIUMETHIES

increased over the past few years. as part of their anti-fraud program,

and another 17% expect to adopt
BIUMETR":S this technology in the next two years.

m

2019 2024 2019 2024

Source: 2024 Anti-Fraud Technology Benchmarking Report, [I1A

26 fiwnu 2567 m31les Y51 U nganssulunnngay 21
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T,
THE USE OF ARTIFICIAL INTELLIGENCE 83%

[Al) and MACHINE LEARNING

in anti-fraud programs is expected to nearly

of organizations

TRIPLE 35 GENERRTIVE A

over the next two years. anti-fraud programs owver

\the next two years.

82%

BUDGET OR (%)
FINANCIAL &

RESTRICTIONS

are a top concern when

R - . ; implementing new
Three in five organizations (59%) expect 59% anz fiatd te(?hnolo
to increase their budgets for anti-fraud FESERBREE ma‘orgoyr'
technology over the next two years. OF DRGANIZATIONS E 9 1

A majority of organizations (61%) either U
currently contribute or are willing to u
contribute to data consortiums to aid

OF DRGANIZATIONS
their anti-fraud efforts.

moderate challenge to
82% of organizations.

Source: 2024 Anti-Fraud Technology Benchmarking Report, 1A

26 fnay 2567 Mstles Ui s nganssulinnngay
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State of Compliance Survey

Compliance Survey 2022 indicated the following as the key focus areas for the
Compliance function:

Advising and partnering Incident and Obligations
with the businesses Breach Management Management

As indicated in previous years, the role of compliance is becoming increasingly
valuable in supporting the overall strategy of the organisation. Progressively, the
Compliance function is becoming a partner, an adviser and an enabler of the business

The State of Compliance Survey 2022 =]

Source : State of Compliance Survey 2022

26 fnay 2567 m31les Y51 U nganssulunnngay 23



2024 Fraud Report

DETECTING FRAUD

The typical occupational fraud lasts 12 months before it's
detected.

_ U/U of frauds were
% detected by tips,

which is more than 3X as many cases as
the next most common method

More than HALF / \ and nearly 1/3

) oftipscome T come from vendors
~ ) from employees and customers

MOST COMMON MECHANISMS USED T0 REPORT FRAUD TIPS:
I -
Telephone @ =—
crot @ () I 7

Web-based @

67 I )

Source: ACFE, Fraud Magazine, March-April 2024
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2024 Fraud Report

TAKING ACTION
WHAT ANTI-FRAUD CONTROLS DID THE VICTIM ORGANIZATION MODIFY IN RESPONSE TO THE FRAUD?

Management review
36% S T
Proactive data monitoring/analysis

33% [ 3%

Surprise audits

24% 28%
Fraud training for employees
19% 2%

Fraud training for managers/executives

L 21

Source: ACFE, Fraud Magazine, March-April 2024
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Whistleblowing

26 fiwau 2567

Key considerations for setting up
whistleblowing system:

« Commensurate to the organization’s size and its
exposure to risks of wrongdoing

« Link to integrity and compliance programs

* Be designed following consultation with relevant
stakeholders at all levels

* Comply with legal requirements

Mstles Usw Usw wedngsu lumunz ey

26
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* Responsible and
accountable for the * Free from conflict of
effective implementation interests

of its whistleblowing Sufficient
system independence, powers,

« Demonstrate and resources
commitment and set Sufficient relevant
clear “tone at the top” qualifications

* Support speaking up
culture

Responsibilities

* Prohibited from on * Receive whistleblowing
engaging in any form of whistleblowing reports
detrimental conduct systems * Handle information
against a whistleblower received

« Direct whistleblower to + Listen and provide
the proper channel of O<8 @ feedback
reporting

* Have regular training
about whistleblowing
system

26 fiwnu 2567 m31les Y51 U nganssulunnngay 27



3 A Y,
UsLIAUNNITUNITAIT I

ANUAINDY




QU

(~4 . 9 o
UsZIAUNNTITNMTAIT IHANUT N

(]

v
=74 a o [] Q

A Y~ (% 1 = a g
LW?JGl‘VijJﬂﬁﬂ’fNﬂu “]JSHJ “lJ'i"I“]J BYNNIDI UTHNAITAUUUNTITAIU

[ I o d'
* dalnumruauazdoasu leuigmsnluaunglu
T W 1 a A a wa 3 1
* uaaInNNY eIl Taemsaemsuazlgiadlunuuegia
e shildyaamnsnnauiilagensy (buy-in) anudinguesnmsaiuguaiely

U

* daldimsUiauuuysanms GRC
e JalNlTzUUMIVIMIANUTI LaZAAANNAIINAUI IS0 1aIaND
v YA a a ua ' o = 2 Y A
* JalvumsasnasvuazaamuMIlinnuesaitane SudmsNIsUuIIINS AN
Uszansmnuaziszanswa
* dapusulnanuiGeemsniuaumelunnynainsnnau

26 fnay 2567 Mstles Usw Usw wedngsu lumunz ey 29



Nal USanuun
fiU5nuN

Governance, Risk, Compliance, ESG,
GRC and Internal Audit Services

Tnsdwii 081-645-0114

wa  varuneesu09@gmail.com



